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The stETH was first transferred to: 
0xf2999210f49f5210ffcbdb07b14d3b8792236ff7.

The total was then split evenly:

One half was routed through COW Protocol.

The other half was sent to the intermediate address: 
0xfdc2790f3c0186f914b914b43c3be47bcbffabb290df.

This wallet has shown significant activity on COW Protocol, where 
it repeatedly converted ETH and stETH into stablecoins — namely 
USDT, USDC, sDAI, and DAI — a common laundering pattern to 
prepare funds for off-chain conversion or low-risk storage.



One transaction of interest includes the handling of approximately 
100 stETH, which is believed to be linked to illicit activities. 



The Flow of These Funds Proceeded As Follows:

The funds arriving at this address were subsequently forwarded to 
a previously identified wallet already associated with the Medusa 
Drainer operation — reinforcing the linkage between dol.eth and the 
laundering infrastructure of this drainer.

 Full Visualization Link

https://pro.amlbot.com/visualizer/share/JzLS0ZoRp7QeqKUgpUROjQ


0x8261f516b0221633f2343baa5944f9f67874dbda

0xe7d6bd1b2a8a764ef2722f41e939db4936ff048b

As part of our ongoing investigation into the Medusa Drainer 
infrastructure, our team requested and obtained withdrawal data 
from the Stake platform concerning two deposit addresses 
previously linked to Medusa Drainer 1:

Withdrawal Analysis from Stake Linked 
to Medusa Drainer

Withdrawal Data – Stake-Linked Address 1

Type Information

Deposit Address 0x8261f516b0221633f2343baa5944f9
f67874dbda

Blockchain Ethereum

Withdrawals In ETH, USDT

Approx. Withdrawal Total ~$300,000 USD

Activity Period From July 26, 2024 to January 20, 
2025

Associated Addresses 0xA5A062cEadC6C212b04C76987354
372327be386D



0xf2999210F49F5210FfcBDb07b14d3b
8792236FF7

0xE4e2620d05D4B2004A6EE3E183b9
4D0DEB881B98

0x5022F184b7E9E05A0cc60811806Ad
7Bc6A972b61

0xB98310E85D68b888eEc216cDFb9C
e1Ef545cB051

0xb09e1335aE962c6a88C7018e33937
84b760638B2

0x0DDbAb11Aac0301f32964F76a029B
def0c92f6f5

0x6cB33dF933eC7aac60F2640D07a5
E744317651Af

Withdrawal Data – Stake-Linked Address 2

Type Information

Deposit Address 0xe7d6bd1b2a8a764ef2722f41e939db
4936ff048b

Blockchain Ethereum



Approx. Withdrawal Total ~$650,000 USD (in stablecoins), 
~$450,000 USD (in XMR)

Activity Period From October 6, 2024 to December 14, 
2024

Associated Addresses 0x86e5d3c1edfe442bd276508ad897e
6154cb05c39

rffGCKC7Mk4cQ5aUGg8pfRe3MPC7Cy8gfe:661320

rdPeCfko28cCLNbY8noXGV4ycZ3TGCSnM:0

rffGCKC7Mk4cQ5aUGg8pfRe3MPC7Cy8gfe:441743

TTt4eiHpCXxMToHvhbwDy9AYgbvNkjhcfn

THqqfBjJLm5S8SS4dhUSnCEksyZJ1LrW6i

TJaRSHSicV51wbJ6RAzK53WUVPNjE6FTD8

TQDMqzNgpCeBo7G8WNQazckRAXikWdCeX1

TAHvN5vBJGwY2g2TWDvpJ5VQL62bbGVJjy

TJZ2MNXdhSLgknNvmDRPNbppHaLn4VjzcS

0x0CB6aa8C9fBe844ba979Fa6DAD1473bD394a2db1

TNN36i7aD4c26wJTZLtUS2tUFVV2WW5dLz

TM2KGMRG5KzsMbQWSdDh9ByShknm1zkh5j



bc1qvg7nrph4pgqpjrlpj6rqf8hnamsvg3r6k0yvrm

bc1qv0y2d8vcnu38tcf0xu8v7nx2xhtzzdcl94s3xf

bc1q0fztyvvf6lr35serala4g8tg54uav3w9azds50

0xa3442e789768C43Bd6DA036d1F6F26998432dc58

TQuvUgiipVEu1wTonkh1sRgjAqJwN48R5i

0xe8c8E2bfa900A05E8B2115b8f3Efeb9D17F9FdAB

TYmmUt6R4db6oW8DNwUxMGb18VNgbUD6MH

Important Note: The total withdrawal figures provided reflect only 
the volume withdrawn directly from the listed Stake deposit 
addresses. These do not represent the full scope of funds stolen by 
Medusa Drainer, as assets may have cycled through these 
addresses multiple times — via bridges, liquidity pools, or token 
swaps — and could have re-entered the same wallets in different 
forms or currencies.



Key Findings Overview 

Initial Fund Flows: In the early stages, the stolen assets were 
directly withdrawn to centralized platforms such as TradeOgre 
and Binance. However, over time, likely due to operational 
security considerations, the withdrawal patterns shifted. 
Currently, stolen funds are typically split into two (occasionally 
three) paths�

� One route passes through the COW Protocol, where assets 
are exchanged and eventually sent to Stake via intermediary 
addresses�

� The remaining paths cycle repeatedly between addresses, 
using the COW Protocol to convert assets into stablecoins or 
native ETH, before reaching their final destinations — or 
returning to Stake for additional laundering cycles.

Major Mixing Event – May 24, 2024: On this date, funds from 
Medusa Drainer 2 were combined with proceeds linked to Pink 
Drainer, split into three transactions of 60 ETH each, and sent to 
address . A 
portion of the funds was subsequently bridged via Mayan 
Finance to the Solana blockchain and withdrawn through the 
EXOLIX exchange.

0x77a78d9e12b94825c02595aebc208915df495395



Latest Stake Withdrawals: The most recent confirmed 
withdrawal activity was observed at address 

, involving�
� 445 weET�
� 178 wstETH�
� These assets were deposited into the Zircuit Restaking Pool. 

As of the latest observation, this address remains active and 
is considered the most operationally “alive” among all 
addresses associated with the Medusa Drainer ecosystem.

0xa5a062ceadc6c212b04c76987354372327be386d

Most Personalized Entity – dol.eth: The address 
, which 

appears in transaction chains alongside Medusa Drainer 2 and 
Stake, has registered the ENS domain dol.eth, making it the 
most identifiable address in the flow. This wallet received 5 ETH 
via a direct transfer from Medusa Drainer 2.

0x775b404e48ff523032ce9cc5483de2fef7690345



Summary

MedusaDrainer demonstrates typical behavioral patterns 
associated with wallet drainer operations: a rapid appearance, 
short-term activity, and eventual disappearance. Telegram 
accounts directly connected to the group — @taomazov, 
@mazotao, @medusadrainersupport, and @mazovdusa — have 
been observed participating in key drainer development 
communities such as Drainer’s Heaven. Based on recent messages 
from the account @mazovdusa, it is likely that the operators have 
ceased activity and that MedusaDrainer will not return. 



However, the official website medusa.services remains , 
indicating the potential for reactivation under the same or a 
different brand.



According to ScamSniffer’s 2024 drainer activity data, the number 
of phishing sites associated with MedusaDrainer began declining 
after their active period in March. This timeline coincides with the 
publication of the “Medusa Drainer Scammer Alert” message, 
suggesting that this marked the start of their operational decline.



A notable development occurred in the 
chat, where a public investigation revealed links between scam 
service providers, drainer developers, and one of the space’s most 
prominent actors — Pink Drainer.

online

ETHSecurityCommunity 

https://t.me/ETHSecurity/98734


Following this investigation, which has since been removed from 
Medium and is now accessible only via web archive, many Telegram 
channels related to this ecosystem (including Twitter Funhouse) 
restricted public access or became private.



The on-chain analysis showed that the final destinations for 
MedusaDrainer funds included: TornadoCash, Exolix, Bybit, 
Railgun, TradeOgre, and Stake.



A particularly significant portion — approximately $445,000 — was 
traced to Zircuit via wallet 

, which still 
holds around 50 ETH. Throughout their movement, the funds were 
often converted via COW Protocol. It was also established that 180 
ETH associated with Medusa Drainer 2 was mixed with funds tied to 
Pink Drainer, further confirming operational overlaps between the 
two.

0xb83b5790f2bb98f72cf7294e71d56e3c0ba5363b

https://web.archive.org/web/20240524204647/https://medium.com/@Heiner./scam-as-a-service-pink-drainer-5b4165371916
https://t.me/ETHSecurity/98734


To protect yourself from wallet drainers, both technical and 
behavioral precautions should be taken:



Key Recommendations:

How Not to Get Caught 
by Drainers

Zero Trust Approach. Only interact with trusted, verified 
websites and official sources. Suspicious links should be 
analyzed using isolated environments (e.g., ) 
or scanned with or .

Browser.lol, any.run
VirusTotal Urlscan

Diversification. Avoid storing all assets in one wallet. Use 
separate wallets or devices for different purposes. If devices are 
unavailable, use separate browser containers (e.g., Firefox Multi-
Account Containers) and disable JavaScript when possible.

Hardware Wallets. Use hardware wallets to store private keys 
offline. This provides protection against phishing and malware.

Multisignature (Multisig) Wallets. Require multiple approvals for 
transactions. Even if one key is compromised, funds remain 
protected.

https://browser.lol
https://any.run
https://www.virustotal.com/
https://urlscan.io/


Two-Factor Authentication (2FA): Enable 2FA on all accounts, 
preferably using authenticators or hardware devices. Avoid SMS 
or voice-based 2FA due to vulnerability to SIM swapping.

Strong Passwords + Password Manager. Use complex, unique 
passwords and manage them with a secure password manager.

Keep Software Updated. Regular updates ensure protection 
against known vulnerabilities.

Verify All Addresses. Clipboard hijacking and QR-based attacks 
are common. Always double-check recipient addresses before 
transferring assets.


